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..................................................................................................

A dynamic global network
infrastructure

........................................................................

with self configuring
capabilities

based on standard and
interoperable
communication protocols

---------------------------------------------------------------------------------------------------

where physical and virtual
“things”

...................................................................................................

have identities, physical
attributes, and virtual
personalities

and are seamlessly
integrated

--------------------------------------------------------------------------------------------------

into the information
network.

Source: O. Vermesan, P. Friess, P. Guillemin, S. Gusmeroli, et al. (2011)“Internet of Things Strategic Research Agenda”, Chapter 2 in
Internet of Things - Global Technological and Societal Trends, River Publishers, ISBN 978-87-92329-67-7
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Major ICT players hand over customer data and are not willing to let the customers have a full end-to-end

control, resulting in user frustration;

The non-maturity of the loT makes it challenging to develop a clear approach to foster innovation, trust and
ownership of data, while at the same time respecting security and privacy in complex environments.
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. Creation A
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AGILE — Adoptive gateways for diverse multiple environments 4 X 4 X
BIG IoT — Bridging the Interoperability Gap of the Internet of Things X v v v
bloTope — Building an IoT oPen innovation ecosystem for connected smart objects X v v v
INTER-IoT — Interoperability of heterogenous IoT platforms v 4 4 X
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Towards Open IoT ecosystems BToTope
Architectural Considerations A

Analytics . Analytics
338 Back-End Data-Sharing Model 335

-
&z =
\/

D2D : Device-to-Device D2G : Device-to-Gateway D2D : Device-to-Cloud  S2S : Server-to-Server

Four common IoT communication models (RFC7254):
* Device-to-Device (D2D)
* Device-to-Gateway (D2G)
* Device-to-Cloud (D2C)
* Backend Data Sharing Model (S2S + Analytics)
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Four common IoT communication models (RFC7254):
* Device-to-Device (D2D)
* Device-to-Gateway (D2G)
* Device-to-Cloud (D2C)
* Backend Data Sharing Model (S2S + Analytics)
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A growing API economy e

Traditional business boundaries
and revenue streams

New business opportunities based
on Open IoT ecosystems
- - N

N
~

A 2

e
VICINITY
oo

|rApps as strategic applications | | A company’s business |
| emerge. Apps and APIs are | | assets (data, function or |
| used to re-imagine the client | I computing resources) |
| experience creating new or | can be represented |
| enhanced business processes : : as digital products |
I
I

iINnteriot ‘:- Open IoT ecosystems emerge
| comprising platforms, market-
| places, developer portals, and

I

I

I

.

\\\ | storefronts, where companies |
m I collaborate on loose terms, |
I

I

I

I

European
Platforms
Initiative

| leveraging mobility, cloud, !  '————————=
| analytics and social platforms

o ® —--

L -
ol

| often adopting an innovation-

: focused model with explor-
: atory approaches targeting

Proprietary Standardized
APIs Open APIs

£x i '
N 4
~ e e _

Web APIs are created providing access to the business assets of the company. Digital products emerge.
Co-value creation occurs using third party APIs, developers, partners, hobbyists, or I'T departments.
All of them consume, compose, and produce APIs/Apps. I

Source: Robert, J., Kubler, S., Kolbe, N., Cerioni, A., Gastaud, E. and Frdamling, K., 2017. Open loT Ecosystem for Enhanced
Interoperability in Smart Cities— Example of Métropole De Lyon. Sensors, 17(12), p.2849.
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What about a striving Web of Things?

oy
b\{g ope
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IoT visual programming tools (Node-Red, Flow Designer...)
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IDE (eclipse, NetBeans) Social WoT  Web Applications

: L """ 3 """"" Incentive marketplace Delegated authentication ‘:
SI?ilQE DTLS Blockchain-based Encryption '

TLS JWT Social WoT PKI OAuth

N e e E e e e e e e e e e e e e e E e e e e e e e EE e e e e e e e e e e e e e e e e e e e e e e e e e e e ===

| ———— REST Crawler Schema.org  Linked Data Semantic Web ' N ]
: Layer 2 !

| FIND Link Header = WoT model O-DF O-DEF **+ ' Different domains, Different data representations !

:\ HATEOAS  Search Engines mDNS LOV HyperCat

e Web Hooks MQTT  WebSockets  O-MI |

| ayer |

E ACCESS HTTP(s) HTML  CoAP DDS OneM2M ot . Here a limited number of standards is needed !

URI/URL Proxy REST API XMPP )

e NFC 6LoWPAN Ethernet WiMax 3/4/5G  Sigfox

. | Networked | QR LoRaWAN Bluetooth ZigBee VLC WPAN Wifi ... ! Different d e ,

| Things 25 p oy = o : ifferent domains, Different requirements !
i . A :

Source: Robert, J., Kubler, S., Kolbe, N., Cerioni, A., Gastaud, E. and Frdmling, K., 2017. Open loT Ecosystem for Enhanced
Interoperability in Smart Cities— Example of Métropole De Lyon. Sensors, 17(12), p.2849.
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What about a striving Web of Things? e
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Source: Robert, J., Kubler, S., Kolbe, N., Cerioni, A., Gastaud, E. and Frdmling, K., 2017. Open loT Ecosystem for Enhanced
Interoperability in Smart Cities— Example of Métropole De Lyon. Sensors, 17(12), p.2849.
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A typical vertically-oriented closed platform

PRODUCT CLOUD

Smart Product Applications
Software applications running on remote servers that manage the monitoring,
control, optimization, and autonomous operation of product functions

Rules/Analytics Engine
The rules, business logic, and big data analytical capabilities that populate
the algorithms involved in product operation and reveal new product insights

=

Identi]:y and Application Platform
Security An application development and execution environment enabling the rapid
Tools that creation of smart, connected business applications using data access,

manage user visualization, and run-time tools

authentication
and system
access, as
well as secure
the product,

connectivity, and
nraduct cloud

REST API :

Product Data Database
A big-data database system that enables aggregation, normalization,
and management of real-time and historical product data

¢

CONNECTIVITY

Network Communication
The protocols that enable communications between the product and the cloud

—

PRODUCT

=

Product Software
An embedded operating system, onboard software applications,
an enhanced user interface, and product control components

Product Hardware

.. Embedded sensors, processors, and a connectivity port/antenna that
supplement traditional mechanical and electrical components

Machine/
Device

© bloTope Consortium

«

External
Information
Sources

A gateway for
information

from external
sources—such as
weather, traffic,
commodity and
energy prices,
social media,
and geomapping
that informs
product
capabilities

BlcTope

Integration
with Business
Systems

Tools that
integrate data
from smart,
connected
products with
core enterprise
business systems
such as ERP, CRM,
and PLM
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“bloTope is about platform federation
for cross-domain innovation” -> APl economy

© bloTope Consortium X
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How the ‘hell’ may | be
aware of all these WS* ??

in a standardised & uniformed manner
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How the ‘hell’ may | be
aware of all these WS* ??

in a standardised & uniformed manner

)

T
o
%)
n
O
—
O
)
X
=
o
0
®©
©
>
©
(@)
£
%)
%)
)
O
O
©
O
C
©
(@)]
£
o)
>
O
O
D
O
—
O
Y
e
)
)
Z

Need for Standardised (Semantic) Vocabularies
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How the ‘hell’ may | be
aware of all these WS* ??

Need for a Service Marketplace to foster co-creation

in a standardised & uniformed manner
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mechanisms

Need for

Ad-hoc Security

Need for a Service Marketplace to foster co-creation

in a standardised & uniformed manner
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Need for Standardised (Semantic) Vocabularies

platforms

How the ‘hell’ may | be
aware of all these WS* ??
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« Need for “cognitive” systems (Context-Aware computing)

How the ‘hell’ may | be + Need for Ad-hoc Security mechanisms
aware of all these WS* ??

« Need for a Service Marketplace to foster co-creation

* Need for Standardised (Semantic) Vocabularies

API2 API3

* Need for discovering and accessing available WS* (across loT
platforms) in a standardised & uniformed manner

Enable APIs ‘uniformization’
A A A A

© bloTope Consortium X



oy
Cross-domain/-platform blolope
services *—"eo
& « Need for “cognitive” systems (Context-Aware computing)

]
'..
3

Find the best charging

(depending on the city, your agenda,
weather forecast...)

el el L 2 [P lati sty o g @ + Need for Ad-hoc Security mechanisms

« Need for a Service Marketplace to foster co-creation

* Need for Standardised (Semantic) Vocabularies

API2

BMW developer
(customer services)

* Need for discovering and accessing available WS* (across loT
platforms) in a standardised & uniformed manner

Enable APIs ‘uniformization’
A A A A

© bloTope Consortium X



O-MI O—DF bI?I?Pe

« Need for “cognitive” systems (Context-Aware computing)

+ Need for Ad-hoc Security mechanisms

« Need for a Service Marketplace to foster co-creation

* Need for Standardised (Semantic) Vocabularies

bloTope foundation (O-Mi):
Provide generic loT interfaces (read, write,
subscription...) to enable P2P data exchange between
smart systems

« Need for discovering and accessing available services (across
loT platforms) in a standardised & uniformed manner

le APIs ‘uniformization’
A A A A

© bloTope Consortium X



O-MI O—DF

Objective 2:
Enhanced service description:
Extend O-DF standard with domain-dependent and -
independent vocabularies for enhanced service

description
J U eroore—e=r—aaraexClange between

smart systems

subscription.

Ry
b!g ?pe

Need for “cognitive” systems (Context-Aware computing)

Need for Ad-hoc Security mechanisms

Need for a Service Marketplace to foster co-creation

Need for Standardised (Semantic) Vocabularies

Need for discovering and accessing available services (across
loT platforms) in a standardised & uniformed manner

le APIs ‘uniformization’
A A A

© bloTope Consortium X




bicTope
*—"eo

« Need for “cognitive” systems (Context-Aware computing)

+ Need for Ad-hoc Security mechanisms

Objective 3:
loT Service Marketplace
Enable loT developers to both publish and discover — in
an efficient manner — relevant services for their
own business
independent vocabularies Tor enhanced service

description
J U eroore—e=r—aaraexClange between

smart systems

« Need for a Service Marketplace to foster co-creation

* Need for Standardised (Semantic) Vocabularies

« Need for discovering and accessing available services (across
loT platforms) in a standardised & uniformed manner

subscription.

le APIs ‘uniformization’
A A A A

© bloTope Consortium X



bicTope
*—"eo

« Need for “cognitive” systems (Context-Aware computing)

Objective 4:
Enhanced security mechanisms
Investigate and develop more efficient P2P Identity &
security management in the loT

Enable loT developerstowomrrpaomsrand discover — in
an efficient manner — relevant services for their
own business
independent vocabularies Tor enhanced service

description
J U eroore—e=r—aaraexClange between

smart systems

+ Need for Ad-hoc Security mechanisms

« Need for a Service Marketplace to foster co-creation

* Need for Standardised (Semantic) Vocabularies

« Need for discovering and accessing available services (across
loT platforms) in a standardised & uniformed manner

subscription.

le APIs ‘uniformization’
A A A A

© bloTope Consortium X



bicTope
*—"eo

Objective 5:
Towards more cognitive loT applications
Investigate and develop more autonomous and

cognitive loT systems
Investigate anmrouevorep—rrroroorrorcrT P

security management in the loT
Enable loT developerstowomrrpaomsrand discover — in
an efficient manner — relevant services for their
own business
independent vocabularies Tor enhanced service

description
J U eroore—e=r—aaraexClange between

smart systems

« Need for “cognitive” systems (Context-Aware computing)

+ Need for Ad-hoc Security mechanisms

« Need for a Service Marketplace to foster co-creation

* Need for Standardised (Semantic) Vocabularies

« Need for discovering and accessing available services (across
loT platforms) in a standardised & uniformed manner

subscription.

le APIs ‘uniformization’
A A A A

© bloTope Consortium X



Towards Open IoT ecosystems BToTope

bloTope ecosystem’s infrastructure
TN

Laver 4 IoT visual programming tools (Node-Red, Flow Designer. . .)
i yer . '
' WoT-a-Mash Ph, 1 Mash :
' | cOMPOSE oT-a a§ up ysical Mashups IFTTT - :
IDE (eclipse, NetBeans) Social WoT  Web Applications
La] """" Web Hooks ~~ MQTT  WebSockets ~ O-MI |
| yer 0
! HTTP |
! ACCESS () HTML CoAP DDS OneM2M

URI/URL Proxy REST API XMPP

NFC 6LoWPAN Ethernet WiMax 3/4/5G  Sigfox
Networked | QR LoRaWAN Bluetooth ZigBee VLC WPAN Wifi

Things mp @, I~ _«:Lz

e m = — =

© bloTope Consortium X



Towards Open Io

bloTope ecosystem’s infr

Lo d IoT visual programming tools (Node-Red, Flow Designer. . .)
Co N)I) le’r()SE WoT-a-Mas.hup Physical Mashups IFTTT o
IDE (eclipse, NetBeans) Social WoT  Web Applications

MQTT WebSockets O-MI
HTML  CoAP DDS OneM2M
Proxy REST API XMPP

Layer 1
ACCESS

NFC 6LoWPAN Ethernet WiMax 3/4/5G  Sigfox
Networked | QR LoRaWAN Bluetooth ZigBee VLC WPAN Wifi

Things < _p
b = Y m —

Leverage on existing platforms
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Towards Open Io

bloTope ecosystem’s infr
<0

Layer 4
COMPOSE

Layer 1
ACCESS

Networked
Things

IoT visual programming tools (Node-Red, Flow Designer. . .)
WoT-a-Mashup Physical Mashups IFTTT
IDE (eclipse, NetBeans) Social WoT  Web Applications

Ialnoe «-'

=

Node-Red

Web dashboard

MQTT WebSockets O-MI
HTML  CoAP DDS OneM2M
Proxy REST API XMPP

NFC 6LoWPAN Ethernet WiMax 3/4/5G  Sigfox
QR LoRaWAN Bluetooth ZigBee VLC WPAN Wifi

()
== ==

Leverage on existing platforms
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127.0.0.1:1880/%23
https://my.netatmo.com/app/station

Towards Open Io

bloTope ecosystem’s infr
<0

IoT visual programming tools (Node-Red, Flow Designer. . .)

: C(gi/)[):’r(:lSE WoT-a-Mas.hup Physical Mashups IFTTT o

IDE (eclipse, NetBeans) Social WoT  Web Applications

{ La _ 3 “““““ Incentive marketplace Delegated authentication ;

SH):lr{E DTLS  Blockchain-based Encryption |

' TLS JWT Social WoT PKI OAuth

[ RESTCrawler Schemaorg  Linked Data Semantic Web '

I er '

| Fi)ND Link Header = WoT model O-DF O-DEF :
HATEQOAS  Search Engines mDNS LOV HyperCat

Web Hooks
HTTP(s)

MQTT
HTML
Proxy

WebSockets
CoAP DDS OneM2M
REST API XMPP

NFC 6LoWPAN Ethernet 3/4/5G  Sigfox

QR LoRaWAN Bluetooth ZigBee VLC WPAN Wifi

WiMax
Networked

Things A2 o
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Towards Open Io

bloTope ecosystem’s infr

IoT visual programming tools (Node-Red, Flow Designer. . .)

Layer 4 .
WoT-a-Mash Ph, 1 Mash
COMPOSE oT-a as. up ysical Mashups IFTTT -
IDE (eclipse, NetBeans) Social WoT  Web Applications
La3 “““““ Incentive marketplace Delegated authentication
SH):lr{E DTLS  Blockchain-based Encryption
TLS JWT Social WoT PKI OAuth
= La — 2 — REST Crawler Schema.org  Linked Data Semantic Web
er
Fi)ND Link Header =~ WoT model O-DF O-DEF :
HATEOAS Search Engines mDNS LOV HyperCat

— Web Hooks MQTT _V\;eEs}Ekezsl O-MI
.
A C)éeES g HTTP(s)] HTML CoAP DDS OneM2M
URI/URL Proxy REST API XMPP
NFC 6LoWPAN Ethernet WiMax 3/4/5G Sigfox
Networked | QR LoRaWAN Bluetooth ZigBee VLC WPAN Wifi ...
Things ERE \ SAY _p
E}%ﬁ. 9 Q a0 —

Extend Web protocols with more
advanced communication interfaces
(subscription mechanisms...)

&
loT data models (e.g., using Semantic
Web vocabularies)

v
>
.:
3}
=
=
-
'\VJ
N
&
=
Q
e
=

Vertical Silos’ issue

S

Domain dependent semantic models (e.g., DATEX II, HL7, eCl@ss, Mobivoc...)

Domain independent semantic models (e.g., O-DF, schema.org. . .)

Standardized
Open API

Thing Access (O-MI)

Proprietary s%"%
APIL

e
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-
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Towards Open Io

bloTope ecosystem’s infr
T

5]
-E [ Search for relevant/reputed @} ................................................... .
o [oT data/ Ser‘ge providers IoT Data/Service Marketplace
© pu— 3
R 5 E @&
Layer 4 IoT visual programmm.g tools (Node-Red, Flow Designer. . .) » Smar o
: WoT-a-Mashup Physical Mashups IFTTT - b . Cities sector
I COMPOSE . . . . Q‘ Data/service ,
IDE (eclipse, NetBeans) Social WoT  Web Applications o) Consumer(s) |
. 'Incentive marketplace | Delegated authentication % & ? L
: Layer 3 . q [ Smart Others
' SHARE DTLS  Blockchain-based Encryption =) — Building Manufacturing  living T
TLS JWT Social WoT PKI OAuth
| LaZREST Crawler Schema.org  Linked Data Semantic Web
| 'yer .
' Link Header = WoT model O-DF O-DEF -
FIND i
HATEOAS  Search Engines mDNS LOV HyperCat ;| & [y = @a _____________________________ @ _________________ @ ____________ @ ___________ @ _____________ @ __________
SE - [ | [ | [ | [ | [ | [ | [ ]
| Web Hooks MQTIT  "WebSocketsi | O-MI . _
| ALg)éeI; S]S HTTP(s)f HTML CoAP DDS  OneM2M . 8 ¢ | Domain dependent semantic models (¢.g., DATEX II, HL7, eCl@ss, Mobivoc. ...)
: <
o Lo Proxy Le el A _cgs £ Domain independent semantic models (e.g., O-DF, schema.org...)
;’ NFC 6LoWPAN Ethernet WiMax 3/4/5G  Sigfox .- & .
. |Networked | QR LoRaWAN Bluetooth ZigBee VLC WPAN Wifi 2 Thing Access (O-MI)
E Things EEE 2 5 | . (@) 4
| B L KB o= £ | VA S D *» 5 = @
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Platform E I
<

A

Trade personal loT data/services
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http://iotbnb.jeremy-robert.fr/#/home

Business 1 Business 2 Business X

, Existing App New App Existing App W m

.............................................

Towards Open Io

bloTope ecosystem’s infr
i

\ Develop cross-platform/domain
i services while being compliant
i with regulation policies

<) I A )
-E ) [ Search for relevant/reputed @ } ................................................... R @
9 ¥ - IoT data/ eree providers IoT Data/Service Marketplace
=t | : #d 7L
e . O ’;' oo ﬁ \@ E Actuate
: } e T T 5
! Layer 4 E '\UJ Support third party Smart Smart Environment |
i COMPOSE Vo 1-a-Viashup ysical Viashups - =5 developers to easily - Mobility Cities sector
IDE (eclipse, NetBeans)  Social WoT ~ Web Applications =gl  iccess/compose Qatajservice 4 W
_________________________________________________________________________________________ ﬁ heterogeneous IoT -onsumer(s) d ! . :
: — Incentive marketplace Delegated authentication o data sources fh —@— -— ﬂ -—
' yer 7 . [ ] Smart Smart Smart ]
' | SHARE e = T Buldng Mafacurng Iving O
TLS JWT Social WoT PKI OAuth Enable IoT data/service to securely join the bloTope
------------------------------------------------------ JTITTITITTTTTToTTmmmmomooosoooes ecosystem and efficiently expose/monetize them
: Laver 2 REST Crawler  Schema.org Linked Data Semantic Web
| 'yer .
' Link Header = WoT model O-DF O-DEF -
FIND i h h
HATEOAS  Search Engines mDNS LOV HyperCat . @@a _____________________________ @ _________________ @ ___________________________ @ ___________________________
| Web Hooks MQTT  fWebSocketsi | O-MI | I . . . = . =
; ALgé "I; S]S HTTPGs)] HTML CoAP DDS OneM2M &= | Domain dependent semantic models (e.g., DATEX II, HL7, eCl@ss, Mobivoc. ...)
| P P B < .. :
V... gy o RUSACEVEl XMPP ; _cgs g Domain independent semantic models (e.g., O-DF, schema.org. . .)
NFC 6LoWPAN Ethernet WiMax 3/4/5G  Sigfox = 8-4 :
. | Networked | QR LoRaWAN Bluetooth ZigBee VLC WPAN Wifi B Thing Access (O-MI)
E Things EEE 2 5 1 . (@) !
| B L B o= = | VN L. L. T . -
Y 5
Platform E I

Compose innovative loT
services that fulfill untapped B
needs =7] ¢

L

<P
=]
n
72!
© puy
'\VJ
=)
P
© puy
)]
p—(
S
)
© pu(
~N
S
>

ann A1\ y m—N



http://iotbnb.jeremy-robert.fr/#/home
127.0.0.1:1880/%23

Towards Open Io
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Developing cross-platform Services (Apps)
based on bIoTope’'s ecosystem

A concrete example

© bloTope Consortium X



Scenario Context & Settings e

Apps often developed based on domain- or
vendor-specific platforms (i.e., Siloed” Apps”)

. DILXL"L wl . L/on ~elo

>

BMW API | Hue APl | Netatmo API

——————— "oy S
realnoe

L
LNy s E

T —
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: : bIoTope
Scenario Context & Settings N

<
A

_' How to create innovative Apps
with such disparate systems
and specific API definition?

Jéréemy: our bloTope stakeholder
(e.g., SME developer)

Netatmo API

© bloTope Consortium



. . sicope
Scenario Context & Settings N

Y It would be great if there would be a market
Q) place in which | could find Services (APIs)

which serves certain types of data

Jéréemy: our bloTope stakeholder
(e.g., SME developer)

__Other... [N Other... | BMW APl Hue APl | Netatmo API
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10.91.0.67

Notify/Alert the end-user,
when needed, about the most appropriate bike
parking spot taking into consideration bike

availability & weather preferences

=nable Service

JCDecaux API Netatmo API

LT L "'9&"9-‘
S, £
TR

&

|
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Notify/Alert the end-user,
when needed, about the most appropriate bike
parking spot taking into consideration bike

availability & weather preferences

=nable Service

JCDecaux API Netatmo API
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4 )
Erchie Sanice a)

Your oenee address:

Notify/Alert the end-user,
when needed, about the most appropriate bike
parking spot taking into consideration bike

availability & weather preferences

Distance max waan asa weathar (in mealar)

0

Distance max when good waata [in meter)
yr r / 0
s A ; : 8 Q ulv ~9
] .
: h ' w& Depariure Tima

DE.CO

} rf,.',6 a@o 9(“ 9 Q " List of parking spot:
Cast

9 Frst Device Alartng

- | r ( o Nrewar M ebaes Wendbar vcall bes niweed in sl wen

Senonc Device Alerling o show the Like
unavalatility rate

| Hue Light

(@)
O-MI =
NodeCity T . s Y,

O-MI/O-DF standards + Standardised vocabularies (schema.org,

JCDecaux API Netatmo API

‘h 7 4
f 85%%%?@2
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Ercbie Sanice a)

Your oenee address:

Notify/Alert the end-user,
when needed, about the most appropriate bike
parking spot taking into consideration bike

availability & weather preferences

Distance max waan asa weathar (in mealar)

0

Distance max woen 900d weat | n meter)

W'/ n'Q Q 9 Daily departure ® .
. 3 .

time

w& Depariue Tims
9 ? & Home address 0E:00

J ¢ \ @ Spot area when
good weather

Ligt cf parkag 2pol.

/ ( Q 9 First Device Alerting
o Spot area when Nrewar M ebaes Wendbar vcall bes niweed in sl wen
bad weather Seoonc Deavice Alarling 0 show the Bike
unavalatility rate
| Hue Light
(D)
O-MI =
. Pply
NodeCity T . Y,

O-MI/O-DF standards + Standardised vocabularies (schema.org,

JCDecaux API Netatmo API

A :
/ 88%%%? RS
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Ercbie Sanice a)

Your oenee address:

Notify/Alert the end-user,
when needed, about the most appropriate bike
parking spot taking into consideration bike

availability & weather preferences

Distance max waan asa weathar (in mealar)
0

Distance max woen 900d weat | n meter)
Daily departure |© ¢
time

Degpariure Tims

& Home address DE.00
Ligt of parkang zpol.

( Spot area when

good weather

Frst Device Alartng

Spot area when Venar Mebdios VWkestboar call ke nieeel 40 slevet e

bad weather

Senonc Device Alerling o show the Like
unavalatility rate

Hue Light

(@)
O-MI =
NodeCity T . s Y,

O-MI/O-DF standards + Standardised vocabularies (schema.org,

JCDecaux API Netatmo API
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Notify/Alert the end-user,
when needed, about the most appropriate bike
parking spot taking into consideration bike

availability & weather preferences

“ 7,

E~cbie Sanvikce

o @

Your oenee address:

Find appropriate parking
spots with the highest number of bikes

time

good weather

)
v
Do

Jérémy

Daily departure

& Home address

( Spot area when

in the requested area (depending on
the weather), and then notify the end-
user sufficiently in time!

Degpariure

DE.CO

A parkeyg spol:
)- 9 Spot Chaussée de Mons - ...
Y
Frst Device Alartng

e
!

NodeCity TIImmmm KITHEN NodeX

JCDecaux API . . '

‘w9 /S QWG

T 89 %VQ?
%Y

g
ol 42
AN | | m?f

‘-l L.

Sp0t area When Vrevoar Meokbae Whenlbar vall be nimged in et e
bad weather Seoonc Device Alerling 0 showfhe Like Light color giving
Hnavalability rate feedback about the bike
) unavailability rate
Hue Light
EEEEEEE A (X))
o O-MI Node
\- J/ ~ OIEER end-user
Udi U 10 U i iU < C .01
Send a notification when needed (depending
on the distance and departure time) of the
most appropriate bike parking spots
(- s ° [T
Jiimi;
: -—
[
ﬁ
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Developing cross-platform Services (Apps)
based on bIoTope’'s ecosystem

[oTBnB: IoT Service puBlication & Billing
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85.171.92.185

Houro.com Réservaton ‘s

Jérémy

Sensor type
Other

none

DATA SOURCES

Only the 100 first entnies are thown. To refine your sdection, please use the biters

Type  Root URL

Other Mg/ /bictope satotiab IuS0s0/
Other Mg/ /bictope satiotiab luSos)/
Other Mg/ /bictope satiotiab luSos)/
Othar Mg/ /Dictope satatiab IuSis)/
Other  Mige//bictope satictiab luS0s)/
Other  Mipe//bictope satiotiab luS0s)/
Other Mg/ /bictope satiotiab luSis)/
Other Mg/ /Dictope satotiab IuS0s)/
Other Mg/ /bictope sntiotiab luS080/
Other Mg/ /bictope satiotiab luSos)/
Other  Mipe//bictope satiotiab luS0s)/

Location search

R [}
12 —
B
= g ¥ — e
ke
=
) m =
1]

OMI node Fath
BruxetliesBleiParkingSpot/320/BieStands
BruntliesBleiParking Spot/82/BleStand:
BruntliesBleiParking Spot/168/BikeStands
BrunillesBaeiParking Spot/223/BleStands
BruxtllesBleiParking Spot/ 304,/ BikeStands
BrunellesBaeiParkingSpot/251/BikeStands
BruneliesBaeiParkingSpot)/120/BikeStands
BruxtliesBleiParkingSpot)/ 109/ BieStands
BruxellesBleiParkingSpot/ 265/ BikeStands
BruneliesBleiParking Spot/44[BdueStand:
BruxeliesBleiParkingSpot/271/BikeStands

Resewrcelink Price

(24
&
&
24
&
24
24
&
24
&
24

© bloTope Consortium
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iB
'8
5

'8
iB
5B
iB
1B
B
1B

Reputation
L2 3.8 B%
 gegedede
L e el ey
L2 5 8 B%
L2 5 8 B%
L R el ey
L2 5 Soe
L 2. 8.8 B%
L2 3.8 B%
L 2.8 8 B%
L & Seaeiey

Hurce data

ReBA ~1,

cirb.brussels &

SO CONFER A0S

Add e Cart
Add tc Cart
Addtc Cart
Add te Cart
Add e Cart
Add tc Cart
Add tc Cart
Add tc Cart
Addtc Cart
Addte Cart
Add te Cart
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Shoa Cart
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851192185 5 O

LyonBkesParkingSpots Q074/BlkeStands

DATA OVERVIEW
Format's Standard Vocabulary Metadata
xa nana a
ACCESEIBILITY
W

<omitamicnvalope =r1s" 0.7 vevralons® .0 yminas‘ndf.xad ' wy na:omis"ami .wad’ wwinsieae " heen: Shaow.wl.arg/a0nl fxv Sicherat
wmina:xals'neen: /rwwa. Ui org 2001 aNLEchemT i nasanan’ >

Sensor type <am :vaananac>

<omitraan b maztarrass’ adt >

Jérémy

Other .
<owi:retavn ratoraCodast 200 >
Unat </omi:vetuvr>
nove <mwr inag>
<Na”peta>
<Ninees>
<@ FErixel esT1kasParingdpet</1 T
<Dhject>
<1a>3s0< >
<TrtaTter nams="Rilsestands '>
<uymioe NIXTIMe="13TI867T047799" dataTimes "1 6e09« 12T 730227794402 00" tyne="xs0int " >22</vnlnes>
</TrtaTter>
</0Object>
</Dbject>
</007ectsy
</oni:msg>
</oxi:resualc>
</mi:zesponse™
DATA SOURC
Only the 100 first entr
Type  Root URL OMI nede Fath Resowrcelink Price Reputation Hiew
Other  Mtpe//bictope satiotiab luSnsn/ BruxellesBdesParking Spot/ 320/ BikeStands @ 1B L2 2. 2 5% :| Add e Cart
Other Mg/ /bictope satiatiab luSns)/ BruxeilesBaeiParkingSpot/82/BdueStand: @ 4B L el e ey - Add te Cart
Other  Mig//bictope satiotiab IuS0s)/ BruxeillesBaeiParkingSpot) 168/ BleStands (£ 18 L Seaeiele r Add b Cart
Othar Mg/ /bictope satiotiab luSos)/ BruxiilesBaeiParking Spot/ 223/ Bl Stands (€4 B L 2.3 3 §% Add tc Cart
Other Mg/ /Dictope satiotisb luS0s0/ BruxtilesBaeiParkingSpot/ 304, BieStands & '8 L 2 8 3 B+ Add b Cart
Other  Mipe//bictope satiotiab luS0s)/ BruntllesBleiParkingSpot/151/BieStands @ ip L R el ey Add tc Cart
Other  Mip//bictope satiotiab luS0s/ BruxellesBae1ParkingSpot) 120/ BieStands @ 5B L 3 3 29w o Add te Cart
Othey  Mip//Dictope satiotiab luS0s)/ BruxtliesBleiParkingSpot)/ 109/ BieStands @ 4B L 2. 8.8 B% 4 Add tc Cart
Other Mg/ /bictope sntiotisb IS8/ BruxeillesBaeiParking Spot/ 265/ BieStands @ 3 -] L 2 2.8 B% i~ Add be Cart
Other Mg/ /bictope satiatisb luSns)/ BruxeilesBaeiParhingSpot/ 44 BdueStand: @ B L. 2 3.8 B% 4 Add te Cart
Other  Mip//bictope satiotab luS080/ BrunellesBaeiParkingSpot/271/BlkeStands @ 1B OO0 o Add e Cart

Shoa Cart
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85.171.92.185

Houro.com Réservaton ‘s

Jérémy

Sensor type
Other

none

DATA SOURCES

Only the 100 first entnies are thown. To refine your sdection, please use the biters

Type  Root URL

Other Mg/ /bictope satotiab IuS0s0/
Other Mg/ /bictope satiotiab luSos)/
Other Mg/ /bictope satiotiab luSos)/
Othar Mg/ /Dictope satatiab IuSis)/
Other  Mige//bictope satictiab luS0s)/
Other  Mipe//bictope satiotiab luS0s)/
Other Mg/ /bictope satiotiab luSis)/
Other Mg/ /Dictope satotiab IuS0s)/
Other Mg/ /bictope sntiotiab luS080/
Other Mg/ /bictope satiotiab luSos)/
Other  Mipe//bictope satiotiab luS0s)/

Location search

R [}
12 —
B
= g ¥ — e
ke
=
) m =
1]

OMI node Fath
BruxetliesBleiParkingSpot/320/BieStands
BruntliesBleiParking Spot/82/BleStand:
BruntliesBleiParking Spot/168/BikeStands
BrunillesBaeiParking Spot/223/BleStands
BruxtllesBleiParking Spot/ 304,/ BikeStands
BrunellesBaeiParkingSpot/251/BikeStands
BruneliesBaeiParkingSpot)/120/BikeStands
BruxtliesBleiParkingSpot)/ 109/ BieStands
BruxellesBleiParkingSpot/ 265/ BikeStands
BruneliesBleiParking Spot/44[BdueStand:
BruxeliesBleiParkingSpot/271/BikeStands

Resewrcelink Price

(24
&
&
24
&
24
24
&
24
&
24
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L2 5 8 B%
L R el ey
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L 2. 8.8 B%
L2 3.8 B%
L 2.8 8 B%
L & Seaeiey

Hurce data

ReBA ~1,

cirb.brussels &

SO CONFER A0S

Add e Cart
Add tc Cart
Addtc Cart
Add te Cart
Add e Cart
Add tc Cart
Add tc Cart
Add tc Cart
Addtc Cart
Addte Cart
Add te Cart
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85.171.92.185 5 O

Dost practc Lgrary - No Houro com Réservaton Lal- Syve Koyrote - W O-Mi Node

Surce data

Q
- ReB ~4,
, cirb.brussels &2
. . Sensor type Location search m
Jérémy ok P \ S
- = 3

Unat | =) \/
12 —
— A /A.‘ e N g

Cart

Validity Period (In week) Amount  Total

X hip:biotopa.srtiotias.u BCEMCOblects/BrusselsBikezFerkingSpoi/Sa/Avallab 2Bikes - -+ 10B 108
X hip:B85.171.192.188 BCANOhject sA yonBikesParkingSpat /01 0/BikeStands -2 4 ine 208
Total. 308

Other  Mipe//bictope satiotiab IuS080/ BruxtiiesBaeiParingSpot)/ 120/ BikeStands z s s RN T4 Add b Cart
Othey Mg/ /bictope. satiotiab lusns)/ BrunilesBaei ParkingSpot) 109/ BieStands & 4B L 2. 8.8 B% = Add te Cart
Other Mg/ bictope satiotiah luS080/ BrunellesBleiParkingSpot/ 265, BikeStands (£ b3 - L 2. 2 3 B% e Add te Cart
Other Mg/ /bictope satiatisb luSns)/ BruxeilesBaeiParhingSpot/ 44 BdueStand: & B L. 2 3.8 B% - Add te Cart
Other Mg/ /Dictope satiotiab luS080/ BruxeilesBaeiParkingSpot/271/BikeStands & 1B L 3 el e Add b Cart

© bloTope Consortium




Development stages Ay

85.171.92.185

Scurce data

ReBA ~1,

cirb.brussels &

,Sensor type Location search m
- _

Jérémy

Validity Period (In week) Amount  Total

X hip:biotopa.srtiotias.u BCEMCOblects/BrusselsBikezFerkingSpoi/Sa/Avallab 2Bikes - -+ 10B 108
X hip:B85.171.192.188 BCANOhject sA yonBikesParkingSpat /01 0/BikeStands -2 4 ing 208
Total: 308

Other  Mlp//Dictope SABGUAD 1SS0/ Bruntlie sBAe1ParngSpol) 120, Bestands ¢4 B RRRLL = ed b Cart
Othey Mg/ /bictope. satiotiab lusns)/ BruneliesBaeiParkingSpot) 109/ BieStands & 4B L 2. 8.8 B% = Add te Cart ..I_lr
Other Mg/ /bictope satiotiab luSos)/ BrunellesBleiParkingSpot/ 265/ BiueStands @ 2B L 3. 3.3 B% -~ Add te Cart
Other Mg/ /bictope satiatisb luSns)/ BrunellesBieiParkingSpot,/44/BdueStand: = B L. 2 3.8 B% - Add te Cart
Other Mg/ /Dictope satiotiab luS0s/ BruxellesBae1ParkingSpot/271/BikeStands & 1B L & Seaeiey z Add b Cart
Shoa Cart
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Jérémy Welcome to loTBnB

Publish, discover or bill amazing data over the world.

Billing-as-a-Service

% 2 CMI rwcedie (Pree Levars) , e lct A
cirb.brusselsda . phinsan IﬂTgBﬁB\ Y
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Your Tokens are available on your Profile

1. Robert- University of Luembourg, SoT. All rights reserved,
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Jérémy
s i
cirb.brussels <a N
IIII ¥ o l*"* I@TBéB

Your Token:

Brussels Parking spot-
related live data

Weather station-related
live data

S5471.192.485 Y

Houre com Riservaton MY - Sy'va oymoto - W O-W Nod

Welcome to loTBnB
Publish, discover or bill amazing data over the world.

mummmmmnun.mnqwuouanmxcwamaumw
PYIQIKECNZMIODRwMTUSInSiZAEMTQIM Y40 CAXNSWIZX Pt N DENjRaMIKA LCJRYX
RhGET V2 DUOYWI ljoicSdmFpbSed s D1 Ny SInBhaG O ) -V TWis DS CaWtic 1 B
hemtoamdTeGOUKTEL MWWOMIZANOYWSkey 130 wEoGZnTID] Solgw tRFeC.
VaxviSTNIGVAIBAHY. EHK

Sy JONOLIRVIQILCAL GOV NI 9 £y Jpc 30U ed HRWORMX LIS SRR IUbGELC)
PYNQIIEONZMIODRwMTUSInSIZAEMTQIMY 4O DAXNS Wi PN DENRaMIK LT JIYX
Rh§ET V2 DUOYWI ljoic3lsdaspbSed s TN Ny inBhaG RO eV TN XA CaWtic 1 B
hemtpamdTeGOXCEMOVELOIPaIVTAGFUZHMIND.FUCMEEI TGN TOVAREU b HNBC
COPACMCAEGELs

© ) Robert - University of Luxersbourg, SaT. Al rights reserved.

v f
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e V4 < p 5070.M2.088
Jerémy
Welcome to loTBnB
|i| Ibbr% ! Publish, di bill ing dat the world
cirb.brussels<a R , GIsCover or DIl amazing data over the wona.
II ,"‘l*# I@TBéB
é— Token _ 4 ____ -4
generation Your Token:
“ mmmmmwoumn.mnqwuouanwxcwammmw e AR e
1 I
; _ PYIQIECNZMIO DM TUSIenSIZAEMTQIMIYAO CANS Wi P DerNjk MLk LCINX brussels ¢4
Tell brussels’ O-MI node that Brussels Parklng spot . mprmnm:lmuﬂwnmxmanmpou:cwuaiaxxmm oW =
. related live data hemtosmnaTeGIKTEL MVAWWOMIZANOYWSkey S0 wEoGZTIDL Sofew IRFeC. m
developer X is allowed to Vaxvi THIQVESRAHY_ 831k

€y JONOLIRVQILCABGLOLUIUIL NG oy S IMOU A HRWORNXLIpE SRR IUbGELC)

. OYNQHEONZMIO DM TUSknSZAEMTQIMLY A0 DAXNS Wi Pt De2NjkMIKLC IVX

Weather Stat'on_'related ATV ZUOYW i Stadas pbSedi IS 201 Ny 4InBhAGGOLerVA DS X CANIc 1B
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®* The success of open loT ecosystems will depend on how to tackle:

- the "hourglass” challenge;
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e The success of open loT ecosystems will depend on how to tackle:

- "hourglass” challenge;
- automatic annotation of loT data/services:
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Conclusion bIoope

®* The success of open loT ecosystems will depend on how to tackle:
- "hourglass” challenge;
- automatic annotation of loT data/services;
- end-to-end security & privacy across platforms/applications;

e G DPR""

Data Protection Compliance 25 May 2018 Data Breaches Personal Data
Officer (DPO)
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®* The success of open loT ecosystems will depend on how to tackle:
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