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IoT— The road ahead
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IoT— The road ahead

Source: O. Vermesan, P. Friess, P. Guillemin, S. Gusmeroli, et al. (2011)“Internet of Things Strategic Research Agenda”, Chapter 2 in 
Internet of Things - Global Technological and Societal Trends, River Publishers, ISBN 978–87-92329–67-7 
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Architectural issues & Structural considerations still need 

to be addressed for businesses to benefit !
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IoT— The road ahead

Smart Planet 
§ Environmental sensors 
§ Pollution, leak detection 
§ Weather monitoring 

Smart Cities 
§ Traffic management 
§ Security 
§ Lighting control 
§ Water management 
§ Smart bins 

Smart Health 
§ Bio sensors 
§ Remote diagnostics 
§ Health monitoring 

Smart Industry 
§ Optimized production 
§ Lighting, security 
§ Actuators 
§ Robotics 
 

Smart Buildings 
§ Smart homes 
§ Lighting & A/C control 
§ Presence sensor  
§ Smart security 
§ Utility metering 

Smart Energy 
§ Smart grid 
§ Fault detection/monitoring 
§ Voltage/power sensors 
§ Consumption meters 
§ Virtual power plant 

Smart Transport 
§ Electric mobility 
§ Smart logistics 
§ Infrastructure 
§ High-speed trains 
§ Commuter apps 

Smart Living 
§ Leisure and entertainment 
§ J.I.T. information 
§ Anytime connection 

The	Internet		
of	Things	

Source: Definition of a R&I strategy leveraging The combination of IoT & Cloud for DG CONNECT 

vendor lock-in

Domain-specific platforms

Domain-specific  

vocabularies
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IoT— The road ahead

Public
Cloud

. . .

Legend
Today’s IoT : Data collected into vertical silos (pushed to vertical servers)
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IoT— The road ahead

Public
Cloud

. . .

Legend
Today’s IoT : Data collected into vertical silos (pushed to vertical servers)
Ideal IoT : Communication allowed between vertically-oriented closed systems
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IoT— The road ahead

  The non-maturity of the IoT makes it challenging to develop a clear approach to foster innovation, trust and 
ownership of data, while at the same time respecting security and privacy in complex environments.

Major ICT players hand over customer data and are not willing to let the customers have a full end-to-end 
control, resulting in user frustration;
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FI-PPP,. . . )!

Environment

Mobility

"
Industry

Cities Living

Wearable

Farming

EU’s Vision & Ambition



© bIoTope Consortium  X

EU’s Vision & Ambition

AIOTI

✉

✉✉

✉

✉✉

✉✉

✉

✉

✉

✉

✉

✉
✉
✉

Interoperability Layer
(IC

T-
30
)

!
Environment

Mobility

"
Industry

Cities Living

Wearable

Farming

Project Name Integration
of devices

Creation
of

platforms

Interoperable
APIs

Autonomous
reasoning

AGILE – Adoptive gateways for diverse multiple environments ✓ ✗ ✓ ✗
BIG IoT – Bridging the Interoperability Gap of the Internet of Things ✗ ✓ ✓ ✓
bIoTope – Building an IoT oPen innovation ecosystem for connected smart objects ✗ ✓ ✓ ✓
INTER-IoT – Interoperability of heterogenous IoT platforms ✓ ✓ ✓ ✗
symbIoTe – Symbiosis of smart objects across IoT environments ✓ ✓ ✗ ✗
TagItSmart – Smart Tags driven service platform for enabling ecosystems of connected objects ✓ ✓ ✗ ✗
VICINITY – Open virtual neighbourhood network to connect intelligent buildings & smart objects ✗ ✓ ✓ ✗

http://www.aioti.eu
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Building an IoT Open

Innovation Ecosystem for

Connected Smart Objects

Scope & Objectives

The Internet of Things (IoT) brings opportunities to cre-
ate new services and products, reducing costs for societies,
and changing how services are sold and consumed. A crit-
ical obstacle to further IoT innovation is the “vertical si-
los" that shape today’s IoT landscape. These silos impede
the creation of cross-industry, cross-platform and cross-
organisational services due to their lack of interoperability
and openness.

Private
Cloud

. . .

Legend

Today’s IoT : Data collected into vertical silos
(i.e., pushed to vertical servers)

bIoTope’s vision : Systems-of-Systems built on
standardised open APIs)

bIoTope lays the foundation for creating open innovation
ecosystems by providing a platform that enables compa-
nies to easily create new IoT systems and to rapidly harness
available information using advanced Systems-of-Systems
(SoS) capabilities for Connected Smart Objects – with min-

imal investment.
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Building an IoT Open

Innovation Ecosystem for

Connected Smart Objects

Scope & Objectives

The Internet of Things (IoT) brings opportunities to cre-
ate new services and products, reducing costs for societies,
and changing how services are sold and consumed. A crit-
ical obstacle to further IoT innovation is the “vertical si-
los" that shape today’s IoT landscape. These silos impede
the creation of cross-industry, cross-platform and cross-
organisational services due to their lack of interoperability
and openness.

Private
Cloud

. . .

Legend

Today’s IoT : Data collected into vertical silos
(i.e., pushed to vertical servers)

bIoTope’s vision : Systems-of-Systems built on
standardised open APIs)

bIoTope lays the foundation for creating open innovation
ecosystems by providing a platform that enables compa-
nies to easily create new IoT systems and to rapidly harness
available information using advanced Systems-of-Systems
(SoS) capabilities for Connected Smart Objects – with min-

imal investment.
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IoT— The road ahead
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IoT— The road ahead

O-MI/O-DF

 

The Nexus of Forces in 
Action 

Business Use-Cases of Open Platform 3.0™ A White Paper by: Members of the Open Platform 3.0™ Forum, a Forum of The Open 

Group 
Led by Mark Skilton, Synthetic Spheres Ltd. 

 
March 2014 
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Towards Open IoT ecosystems 
Architectural Considerations
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D2D : Device-to-Device D2G : Device-to-Gateway D2D : Device-to-Cloud S2S : Server-to-Server

Four common IoT communication models (RFC7254): 
• Device-to-Device (D2D) 
• Device-to-Gateway (D2G) 
• Device-to-Cloud (D2C) 
• Backend Data Sharing Model (S2S + Analytics) 
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Towards Open IoT ecosystems 
A growing API economy

Traditional business boundaries
and revenue streams

New business opportunities based
on Open IoT ecosystems

Open IoT ecosystems emerge
comprising platforms, market-
places, developer portals, and
storefronts, where companies
collaborate on loose terms,
often adopting an innovation-
focused model with explor-
atory approaches targeting
radical innovationsProprietary

APIs
Standardized

Open APIs

Web APIs are created providing access to the business assets of the company. Digital products emerge.
Co-value creation occurs using third party APIs, developers, partners, hobbyists, or IT departments.

All of them consume, compose, and produce APIs/Apps.

A company’s business
assets (data, function or

computing resources)
can be represented
as digital products

Apps as strategic applications
emerge. Apps and APIs are
used to re-imagine the client
experience creating new or
enhanced business processes
leveraging mobility, cloud,
analytics and social platforms

Source:  Robert,  J.,  Kubler,  S.,  Kolbe,  N.,  Cerioni,  A.,  Gastaud,  E.  and  Främling,  K.,  2017.  Open  IoT  Ecosystem  for  Enhanced 
Interoperability in Smart Cities—Example of Métropole De Lyon. Sensors, 17(12), p.2849.
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Different domains, Different data representations !

Here a limited number of standards is needed !

Different domains, Different requirements !
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Towards Open IoT ecosystems 
What about a striving Web of Things?

Source:  Robert,  J.,  Kubler,  S.,  Kolbe,  N.,  Cerioni,  A.,  Gastaud,  E.  and  Främling,  K.,  2017.  Open  IoT  Ecosystem  for  Enhanced 
Interoperability in Smart Cities—Example of Métropole De Lyon. Sensors, 17(12), p.2849.
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Towards Open IoT ecosystems 
A typical vertically-oriented closed platform

REST API

REST API

MQTT, 
CoAP…

Machine/
Device

Cloud
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Towards Open IoT ecosystems 
A typical vertically-oriented closed platform

REST API

REST API

MQTT, 
CoAP…

Machine/
Device

Cloud

“bIoTope is about platform federation 
for cross-domain innovation” -> API economy
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platforms) in a standardised & uniformed manner
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• Need for discovering and accessing available WS* (across IoT 
platforms) in a standardised & uniformed manner

• Need for Standardised (Semantic) Vocabularies

• Need for a Service Marketplace to foster co-creation

• Need for Ad-hoc Security mechanisms

• Need for “cognitive” systems (Context-Aware computing)
Find the best charging 

point for your EV if battery low 
(depending on the city, your agenda, 

weather forecast…)

BMW developer
(customer services)

Cross-domain/-platform 
services



© bIoTope Consortium  X

Smart City

●!

●✇ ●
●

●!

●✇ ●
● ●!

"
●●

A
Bot

tle

Ban
k

●● ●●

##
#

Shopping Center

$$
$

%&&%

✈

'
❍

●
!"!!!

!
School

%&
&

%●
School Bus

●
●

Manufacturer

●✇ ●
●

●✇ ●
●

●✇ ●
●

✙

✚
●● ●●

H

●●●

A
Landfill site

Enable APIs ‘uniformization’

bIoTope foundation (O-MI): 
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subscription…) to enable P2P data exchange between 
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subscription…) to enable P2P data exchange between 
smart systems

• Need for discovering and accessing available services (across 
IoT platforms) in a standardised & uniformed manner

• Need for Standardised (Semantic) Vocabularies

• Need for a Service Marketplace to foster co-creation

• Need for Ad-hoc Security mechanisms

Objective 2: 
Enhanced service description:

Extend O-DF standard with domain-dependent and -
independent vocabularies for enhanced service 

description
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subscription…) to enable P2P data exchange between 
smart systems

• Need for discovering and accessing available services (across 
IoT platforms) in a standardised & uniformed manner

• Need for Standardised (Semantic) Vocabularies

• Need for a Service Marketplace to foster co-creation

• Need for Ad-hoc Security mechanisms

Objective 2: 
Enhanced service description:

Extend O-DF standard with domain-dependent and -
independent vocabularies for enhanced service 

description
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IoT Service Marketplace

Enable IoT developers to both publish and discover — in 
an efficient manner — relevant services for their 
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subscription…) to enable P2P data exchange between 
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IoT platforms) in a standardised & uniformed manner

• Need for Standardised (Semantic) Vocabularies

• Need for a Service Marketplace to foster co-creation

• Need for Ad-hoc Security mechanisms

Objective 2: 
Enhanced service description:

Extend O-DF standard with domain-dependent and -
independent vocabularies for enhanced service 

description

Objective 3: 
IoT Service Marketplace

Enable IoT developers to both publish and discover — in 
an efficient manner — relevant services for their 

own business

Objective 4: 
Enhanced security mechanisms

Investigate and develop more efficient P2P Identity & 
security management in the IoT
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bIoTope foundation (O-MI): 
Provide generic IoT interfaces (read, write, 

subscription…) to enable P2P data exchange between 
smart systems

• Need for discovering and accessing available services (across 
IoT platforms) in a standardised & uniformed manner

• Need for Standardised (Semantic) Vocabularies

• Need for a Service Marketplace to foster co-creation

• Need for Ad-hoc Security mechanisms

Objective 2: 
Enhanced service description:

Extend O-DF standard with domain-dependent and -
independent vocabularies for enhanced service 

description

Objective 3: 
IoT Service Marketplace

Enable IoT developers to both publish and discover — in 
an efficient manner — relevant services for their 

own business

Objective 4: 
Enhanced security mechanisms

Investigate and develop more efficient P2P Identity & 
security management in the IoT

Objective 5: 
Towards more cognitive IoT applications

Investigate and develop more autonomous and 
cognitive IoT systems
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Trade personal IoT data/services

http://iotbnb.jeremy-robert.fr/#/home
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http://iotbnb.jeremy-robert.fr/#/home
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Developing cross-platform Services (Apps) 
based on bIoTope’s ecosystem 

A concrete example
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Scenario Context & Settings

JCDecaux API Hue API Netatmo APIOther… Other… BMW API

… …

… …

Apps often developed based on domain- or 
vendor-specific platforms (i.e., Siloed” Apps”)
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JCDecaux API Hue API Netatmo APIOther… Other… BMW API

… …

How to create innovative Apps 
with such disparate systems 
and specific API definition?

+

Jérémy: our bIoTope stakeholder 
(e.g., SME developer)

Scenario Context & Settings
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JCDecaux API Hue API Netatmo APIOther… Other… BMW API

… …

It would be great if there would be a market 
place in which I could find Services (APIs) 
which serves certain types of data

+

Scenario Context & Settings

+

O-MI/O-DF standards + Standardized vocabularies (schema.org, SSN…)

Jérémy: our bIoTope stakeholder 
(e.g., SME developer)
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!

O-MI/O-DF standards + Standardised vocabularies (schema.org, SSN…)
JCDecaux API Netatmo API

Jérémy

Notify/Alert the end-user, 
when needed, about the most appropriate bike 

parking spot taking into consideration bike 
availability & weather preferences

Notify/Alert the end-user, 
when needed, about the most appropriate bike 

parking spot taking into consideration bike 
availability & weather preferences

✓

http://www.apple.com
http://www.apple.com
http://www.apple.com
http://www.apple.com
http://www.apple.com
http://www.apple.com
http://www.apple.com
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!

O-MI/O-DF standards + Standardised vocabularies (schema.org, SSN…)
JCDecaux API Netatmo API

Notify/Alert the end-user, 
when needed, about the most appropriate bike 

parking spot taking into consideration bike 
availability & weather preferences

Notify/Alert the end-user, 
when needed, about the most appropriate bike 

parking spot taking into consideration bike 
availability & weather preferences

Jérémy

O-MI 
NodeCity
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JCDecaux API Netatmo API

Notify/Alert the end-user, 
when needed, about the most appropriate bike 

parking spot taking into consideration bike 
availability & weather preferences

Notify/Alert the end-user, 
when needed, about the most appropriate bike 

parking spot taking into consideration bike 
availability & weather preferences

Jérémy

Daily departure
time

Home address

Spot area when 
good weather

Spot area when 
bad weather

!

O-MI 
NodeCity



© bIoTope Consortium  X

!

O-MI/O-DF standards + Standardised vocabularies (schema.org, SSN…)
JCDecaux API Netatmo API

Notify/Alert the end-user, 
when needed, about the most appropriate bike 

parking spot taking into consideration bike 
availability & weather preferences

Notify/Alert the end-user, 
when needed, about the most appropriate bike 

parking spot taking into consideration bike 
availability & weather preferences

Jérémy

Daily departure
time

Home address

Spot area when 
good weather

Spot area when 
bad weather

!

O-MI 
NodeCity

O-MI 
NodeX
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!

O-MI/O-DF standards + Standardised vocabularies (schema.org, SSN…)
JCDecaux API Netatmo API

Notify/Alert the end-user, 
when needed, about the most appropriate bike 

parking spot taking into consideration bike 
availability & weather preferences

Notify/Alert the end-user, 
when needed, about the most appropriate bike 

parking spot taking into consideration bike 
availability & weather preferences

Jérémy

Daily departure
time

Home address

Spot area when 
good weather

Spot area when 
bad weather

!

Find appropriate parking
spots with the highest number of bikes 

in the requested area (depending on 
the weather), and then notify the end-

user sufficiently in time!

Send a notification when needed (depending 
on the distance and departure time) of the 

most appropriate bike parking spots

Spot Chaussée de Mons - …

O-MI 
NodeCity

O-MI 
NodeX

Hue API

O-MI Node 
End-user

L i g h t c o l o r g i v i n g 
feedback about the bike 
unavailability rate
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Developing cross-platform Services (Apps) 
based on bIoTope’s ecosystem  

IoTBnB: IoT Service puBlication & Billing
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JCDecaux API Netatmo API

!

Hue API

bIoTope Service Marketplace

“Access Token(s)” available

Jérémy

O-MI/O-DF standards + Standardised vocabularies (schema.org, SSN…)

Development stages
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Jérémy

Development stages
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Development stages
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Jérémy

Development stages



© bIoTope Consortium  X

Jérémy

Development stages
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Jérémy

Jérémy!

Development stages
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! B B&

Jérémy

!

!Brussels Parking spot-
related live data

Weather station-related 
live data

Development stages
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! B B&

Jérémy

!

!

Token
generation

Tell brussels’ O-MI node that
developer X is allowed to 

access data items he paid for

Brussels Parking spot-
related live data

Weather station-related 
live data

Development stages
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! B B&

Tell Weather-station’s O-MI node 
that developer X is allowed to 
access data items he paid for

Jérémy

!

!
!

Token
generation

Tell brussels’ O-MI node that
developer X is allowed to 

access data items he paid for

Brussels Parking spot-
related live data

Weather station-related 
live data

Development stages
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! B B&

Tell Weather-station’s O-MI node 
that developer X is allowed to 
access data items he paid for

P2P data exchange 

between O-MI nodes

Jérémy

!

!
!

Token
generation

Tell brussels’ O-MI node that
developer X is allowed to 

access data items he paid for

Brussels Parking spot-
related live data

Weather station-related 
live data

Development stages
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JCDecaux API Netatmo API
O-MI/O-DF standards + Standardised vocabularies (schema.org, SSN…)

!

Hue API

My favorite IDE

…
bIoTope Service Marketplace

O-MI Node  
Weather-data

O-MI Node
Brussels

Jérémy

O-MI Node  
Smart bulb

Development stages
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My favorite IDE

Jérémy

Development stages
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My favorite IDE

Jérémy

Development stages
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Jérémy

JCDecaux API Netatmo API
O-MI/O-DF standards + Standardised vocabularies (schema.org, SSN…)

Hue API

O-MI Node  
Weather-data

O-MI Node
Brussels

O-MI Node  
Smart bulb
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Jérémy

JCDecaux API Netatmo API
O-MI/O-DF standards + Standardised vocabularies (schema.org, SSN…)

Hue API

O-MI Node  
Weather-data

O-MI Node
Brussels

Write Request 

(control command)
Subscription 

(interval-based)
Subscription 

(interval-based)

O-MI Node  
Smart bulb
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Jérémy

JCDecaux API Netatmo API
O-MI/O-DF standards + Standardised vocabularies (schema.org, SSN…)

Hue API

O-MI Node  
Weather-data

O-MI Node
Brussels

Write Request 

(control command)
Subscription 

(interval-based)
Subscription 

(interval-based)

O-MI Node  
Smart bulb
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Jérémy

JCDecaux API Netatmo API
O-MI/O-DF standards + Standardised vocabularies (schema.org, SSN…)

Hue API

Citizen

O-MI Node  
Weather-data

O-MI Node
Brussels

Write Request 

(control command)
Subscription 

(interval-based)
Subscription 

(interval-based)

O-MI Node  
Smart bulb
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O-MI/O-DF standards + Standardised vocabularies (schema.org, SSN…)

City manager

New
 Flow & App

Same flow

O-MI Node  
Weather-data

O-MI Node
Brussels
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City manager

New
 Flow & App

O-MI Node  
Weather-data

O-MI Node
Brussels

Same flow
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City manager

New
 Flow & App

O-MI Node  
Weather-data

O-MI Node
Brussels

Same flow
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O-MI Weather
Station

O-MI Node
Brussels

City manager

New
 Flow & App

Sam
e fl

ow
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SUMMARY

• IoT (Internet of Things) — The road ahead 

• EU’s Vision & Ambition 

• Towards Open IoT ecosystems 
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Conclusion

• The success of open IoT ecosystems will depend on how to tackle: 
- the “hourglass” challenge;
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Conclusion

• The success of open IoT ecosystems will depend on how to tackle: 
- “hourglass” challenge; 
- automatic annotation of IoT data/services; 
- end-to-end security & privacy across platforms/applications; 
- incentivizing IoT marketplaces (e.g., including smart contract 

capabilities, data quality evaluation…)
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