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- itrust consulting An SME from Luxembourg specialising in

Information Security Systems, with four business lines

* Audit and hacking

*  Consulting, innovation, sourcing

*  Research and development

*  Training and awareness DUJHSD

Open m b P r:l
Secur| Dt

- Skills and products brought collectively by all 20 employees
*  Organisational and technical audits: ISMS, Archiving, BCP/DRP Management, Data protection
*  Penetration testing: Vulnerability scans and assessment, Black-and-white-box
penetrations tests, Social engineering, Certification and accreditation Audits
*  Malware.lu CERT
*  Consulting Risk management: TRICK Service, DPIA, risks assessment on PKI and e-money,
ISMS documentation, implementation &
* Licencing: Software checker, AVCaesar

*  Research and & Development: H2020, National

+  Standardisation 1INAS Eﬁ}
IEC] $ANEC TREsPASS
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bloTope

H2020 projet ending this year,

Topic for itrust :
- loT Payments and blockchain
- Privacy
- Pseudonymisation

Other topics:

- Use case in 3 differents areas:
BXL, Lyon, Helsinki

ISED 4/5/2018

BUILDING AN loT
OPEN INNOVATION
ECOSYSTEM FOR
CONNECTED
SMART OBJECTS

Overview MNews Articles Forum OpenCall2 Results Promoticnal Consortium Members Photos Contact

leT-EPI

OREcaa

[+ [ene

loT-EPI on Twitter

The bloTope Project

Project Partners

The Internet of Things {loT) brings cpportunities to creste new
services and products, reducing costs cieties, and changing
how services are sold and consumed. A oitical obstacle to further

loT innovation is the “vestical silos™ that shape today’s IloT
landscape. These silos impede the oreation of oross-industry, ooss-
platform and cossorganisational services due to their lack of
i and

The bloTope poject is cne of
seversl projects that com
the loT European Platform
Initigtive [leT-EPl) under the
Eurcpean Unions Horizon 2020
Programme. Follow the I|atest
activities of the IoT-EPI cluster
on Twitter at @loT-EFI.

Tweets - ¢

Promising pi on e-agriculure
A Forum - 2getrer 4 Strong
Digial AgrioaRure, 15-20 April 2018
in Softz, Bulgaria. Meet us ware!

Latest site updates

liked Scoft Hansen's

9 Abdelhak EOULAALAM
=W photo

Mo s,

Scott Hansen's article
was featured

The bloTope project lays the foundation for oeating open
i ion  ecosyst by providing a platfiem that enables
companies to essily ceate new loT systems and to rapidly hamess
available information using sdvanced Systems-of-Systems (SoS)
capabilities for Connected Smart Objects — with minimal investment.

News

bloTope at W3C Web Conference in
Lyon 23-27 April

Posted by Sool Hansen o May 3. 2013 & 12710am

The bloTope project was active in presenting the project and new
te gies at the Web Conf held in Lyon en i

part of the serie conference organised by the Wos
Consortium. This series aims to provide the world a premier forum

for discussion and debate about the evolution of ..
s more...

Commans: 0

Tags: canfsrencs, infsrview. ipon

A

Aalto University

L]
2 Fraunhofer

BIBA

L O[Jf‘ﬁf(.mul'

of;»..ecct-zru:a_a
! OpenDataSoft

Cityzen

itrust

consulting

)

1trust

consulting

AN\ VR
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The loT

A\\VEE

Internet of Things ....

A global infrastructure for the information society, enabling advanced services by interconnecting (physical and virtual)
things based on existing and evolving interoperable information and communication technologies 1Tu-TY.2060,150 38505

A cyber-physical ecosystem of interconnected sensors and actuators, which enable intelligent decision making” — ENISA
Stemming from the definition is the fact that information lies at the heart of loT,
feeding into a continuous cycle of sensing, decision making, and actions
..is composed of:
» Devices (smart cameras, smart watches, smart tractors, smart <insert favorite object here>...)
* Protocols (CoAP, MQTT, HTTP, Bluetooth, WiFi, LoRa, Zigbee, Z-Wave, 3G, 4G, 5G, RFID...)
* Software-and-firmware (TinyQS,...)
* Services
* Otherderived concepts: edge networks, fog computing

..crosses the fields of:
* Health, Agriculture, Mobility, Smart cities, Smart homes, Industry 4.0, etc...

..is a nightmare for:
* Security specialists (Botnets, UPnP, Telnet...)
* Standardisation organisms

ISED 4/5/2018 itrust consulting: bloTope: loT (Security) Standards 4
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IINAS
* One of the three main technologies under scrutiny in

Digital Trust for Smart ICT:

* loT: provider of enormous quantities of data, . E‘;@
actuation on environment " Cloud Infrastructure
* Big Data: from (among other sources) the loT, @

* Cloud computing: computing as a utility,
elasticity, infrastructure

requires anaIYSis . - y/ag \;ﬁ? @ E/‘

Big Data Analytics

ISED 4/5/2018 itrust consulting: bloTope: loT (Security) Standards 5
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Actors

A\\VEE

* ISO/IECJTC1/SC 41

* Industrial Internet Consortium (lIC)
* Alliance for loT Initiative (AIOTI)

* ITU-T Study Group 17

* ISOIECSC27 WG4 (to create 27030)
 ENISA

ISED 4/5/2018 itrust consulting: bloTope: loT (Security) Standards 6 /17
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Norms under construction

Standardisation efforts,
. very recentin loT, date backto 2015,

. generally under construction
. at several working groups on it in ISO/IEC (which need to stay aligned and avoid overlap)

loT in general extensively (in intensely) examined by
* ISO/IECJTC o001 SC 41 loT and related technologies

a) loT Architecture
b)  Generic characteristics, concepts, a technology-neutral reference point

c)  Used to build coherent standards upon, and as a reference for any loT system architecture

* loT Interoperability
a) Between entities within an [oT system and between loT systems
b)  Along 5 facets: transport, syntax, semantics, behaviour, and policy

c¢) Others...
* SG8 on trustworthiness (a bit of 10T security too):
. Investigate standards on security, privacy, safety, resilience and reliability

. Make loT more verifiable

T
7
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Existing standards

A\\VEE

ISO recent standard related to loT:

- 1SO 19079:2016(en) Intelligent transport systems — Communications access for land mobiles (CALM) —
6LoWPAN networking

- 1SO 19731:2017(en) Digital analytics and web analyses for purposes of market, opinion and social research
— Vocabulary and service requirements

- ISO/IEC 38505-1:2017(en) Information technology — Governance of IT — Governance of data — Part 1:
Application of ISO/IEC 38500 to the governance of data

- ISO/IEC TR 29181-9:2017(en) Information technology — Future Network — Problem statement and
requirements — Part 9: Networking of everything

- ISO/IEC TR 22417:2017(en) Internet of things (IoT) use cases
- ISO/IEC 29341-...:2017(en) Information technology — UPnP Device Architecture — ...

Semantic models
. O-DF, O-MI

ISED 4/5/2018 itrust consulting: bloTope: loT (Security) Standards 8
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References (S5C27 WGy)

Information technology — Internet of Things (loT):
- ISO/IEC CD 20924, Definition and vocabulary
- ISO/IEC CD 30141, Reference Architecture (loT RA)
- ISO/IEC AWI 21823-1, Interoperability for [oT systems -- Part 1: Framework
« ISO/IEC NP 21823-3, Interoperability for loT Systems - Part 3: Semantic interoperability
« ISO/IECPDTR 22417, Use cases
- ISO/IEC JTC 1/SC 27 N 17773, Guidelines for security and privacy in Internet of Things (IoT)

-> still quite embryonic

Information technology — Security techniques (always applicable)
- ISO/IEC 27002, Code of practice for information security controls
- ISO/IEC 27552, Enhancement to ISO/IEC 27001 for privacy management — Requirements

ISED 4/5/2018 itrust consulting: bloTope: loT (Security) Standards 9



On ENISA: Baseline Security Recommendations for loT 3 itrust
"
** ** ]
* enisa Content:
o * The loT Paradigma
* Threats and risk analysis
= e * Security measures and good practices
(ip) * Gaps and high-level recommendations to improve
o loT cybersecurity
! ﬁﬁﬁif?
“,
@

Baseline Security
Recommendations for loT

in the context of Critical Information Infrastructures

NOVEMBER 2017
| FUUTRRRRRRRRRRSSSISS... ]
itrust consulting: bloTope: loT (Security) Standards 10
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On ENISA: Baseline Security Recommendations for loT

N\ VR

The loT Paradigma

Connectivity
[wired/wireless)

Non-volatile
memary

: o=l

—at:s -
Power supply
(cabling/battery)

Authentication
Authorisation
Access Control
Avallability

DEVICES

((m))

Sensors and Actuators

Embedded systems
Smartphones
Tablets

Centralised controls

Wireless devices

COMMUNICATIONS

b

PAN, LAM, etc.

Gateway

SECURITY

Encryption
Integrity

1trust

consulting

Secure communication

Mon repudiation

CLOUD FLATFORM,
BACKEND AND
SERVICES

D

Web-based services

Database and storage

o

Device management
Process automation
Rules Engine
Decision systems

USE CASES

il

Analytics and
visualisation

iy
=
Transport

e O

Eneray Healthcare

W [

Smart Maobile
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On ENISA: Baseline Security Recommendations for loT

ANAVE

TRICK Service extended by:

ey G * |oT Threat-Vulnerabilty-Risk brainstorming

w e * |oT Attack scenarios
T W Conected Dive winerable demonsratio) o O

; .............. bl e &« [ (D @ https:/fapp.trickservice.com/Analysis/53/Selecl

Threats and risk analysis

lslep car remmelv hijacked [denmnstrat lon)
3 Chris Valasek demonstrated

VTech Toymaker data breach @ -sesesmeeaseenee.

6.4 millioa children and 4.9 million sdults
Photos, fi

Analysis

History Risk context - Risk analysis « Risk treatment [ Compliance -
! mik [
Scenarios
# Name Type
1 10T1 - Destruction Availability
2 10Tz - Non-interopability Availability
=wag DDoSon bul'dlﬂ]; blecks' central heating system 3 10T3 - Partialftetal failure Availability
Country: Finland. Mirai suspected but not confirmed
» ber 3 -.'Z|
Mirai - DDoS on Deutsche . s
U 10Ty - Privac Confidentiali
Telekom network - Elll:u.:d.?c‘.ts ,D,l.a-h{,:k.l.f::r.r?n!?m 4 & ¥ ity
100,000 cu e . 3006 — January \'. 2017 5 10Ts - Intrusion into privileged system | network Integrity
Romantik Seshotel lagemlrt 6 10T6 - Physical safety issues Integrity
IIII:'||l tem held for ranson
® | onuary 25, 2017 ' 7 10Ty - Remote control Integrity

Cloudpets and “Meine Freundin Cayla”™ - insecure
Bluetooth
Anyone

P BrickerBot
Lot that permanently incapacitated poorly secured

HEEnglish W Francais
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TRICK Service ¥

Tool for Risk manage

3]

3 ITEAZ

PN W=
A0 GockpicCT TREGPASS

phases and ROSI;

mpllant toGD

oW N oB

P
7

|e; nsksi
-andlikelihoods

AR'compliant to CSSF

f
l_

History Risk context~ Risk analysis ~

f

¥, 7 itrust
"_’ : consulting

Analysis
Risk treatment [ Compliance =
Evolution of profitability and ISO compliance

Evolution of profitability for APPN ISO compliance for APPN

300 ke 100 %
809%
200 ke 28ke 60%
74 ke
40%
100 ke 216 ke 175ke
Boke 82ke 81ke 0%
oke 0%
Po P1 P2 P3 Py Po P1 P2 P3 Py
ALE Cost ROSI Lost and additional cost 27001 27002

ALE by Scenario & Scenario type

ALE by Scenario ALE by Scenario Type
soke 0 ke
ioke
3ok a
2ake gke ke Boke
soke T T Tk R R o
oke 6o ki
40
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Security measures and good practices
a) Policies
b) Organisational, People and Process measures
c) Technical Measures

Analysis
TRlCK Ser\“Ce extended by. History Risk context - Risk analysis - Risk treatment f Compliance = Risk communic
* |oT Security measures Measures 4.2.1.2 - GP-OP-02
(to treat risks) by chapter

Disclose the duration and end-of-life security and patch support (beyond |
ENISA-IOT measu |+

Chapter 4 ~

4.1 - Policies

£.1.1- Security by d...
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On ENISA: Baseline Security Recommendations for loT 7 itrust
2
Gaps:
1. Fragmentation in existing security approaches and regulations
2. Lack of awareness and knowledge
3. Insecure design and/or development
4. Lack of interoperability across different IoT devices, platforms and frameworks
5. Lack of economic incentives

6. Lack of proper product lifecycle management

High-level recommendations to improve loT cybersecurity

1. Promote harmonization of loT security initiatives and regulations

2. Raise awareness for the need for IoT cybersecurity

Define secure software/hardware development lifecycle guidelines for loT
Achieve consensus for interoperability across the loT ecosystem

Foster economic and administrative incentives for loT security
Establishment of secure loT product/service lifecycle management

7. Clarify liability among loT stakeholders

o v o» oW

-> Topics for further research:
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Conclusion
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... which might be “un-standardisable”, at least difficult to standardise.

To conclude
- loT is new, with little standardisation
- Technology provider do not wait for standards (facebook & google don’t need standards),

- But standards help us to know where to go
- You should use Security by Design, Privacy by Design, Risk Assessment, for loT
- We tried integrating existing referentials in our tools (TRICK Service)

- i.e., base our tools on available standards

- We look for opportunities to improve them in further use cases, risk assessments, ...
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