
How to act / react correctly, negotiating with hackers
1. Overview of how we find ourselves in 
this situation. 

2. Quick Run-through of a real-life 
incident with internal focus 

3. Discoveries with my clients and work 
with professional K&R incident handlers 
and Room42 

4. Current state of art ransomware 
incident handling with focus of 'being a 
good client’ for professional incident 
handlers

https://www.cyberwayfinder.com/https://www.linkedin.com/in/kpatrickwheeler

Today’s Three ‘Hats’: 
1. Security Architecture 

Domain Chief: 
Payments & Anti-
Fraud

2. CISO
3. Educator 

https://www.cyberwayfinder.com/
https://www.linkedin.com/in/kpatrickwheeler


“You never once mentioned my customer”

1. Reframing Our Point Of View



Cyber Criminality: Skiddies to Nazguls
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… kittens, bears, pandas, african
princes and how they operate …



Global Financial: Hostage Finances

So who’s fault is it?



German Steel Mills: Destruction Operations / InfraPart I 

Geographically Disintermediated Hybrid Cyber-War: 
…’Economic’ Influence Operations



The Nation States: Hybrid warfare

Geographically Disintermediated Hybrid Cyber-War: 
…Kinetic Response to Cyber Operations



United States City of Atlanta: Hostage Citizens

Geographically Disintermediated Hybrid Cyber-War: 
…’False Flag’ ransom attacks



Global Software Supply Chain: Destruction Technology

Geographically Disintermediated Hybrid Cyber-War: 
…we can all be Collateral Damage

not



Country-Wide Assault: ‘Messaging’

Geographically 
Disintermediate
d Hybrid Cyber-
War: 

…’False Flag’ 
ransom attacks



Retail Robbery, The ABC’s: Addicts, Bikers & Carders 



The Corporates: Office Park Industrialization 

Your Enterprise / Business Model’s ‘Hidden’ Competition

Philippine police chief Oscar Albayalde: the company was 

estimated to bring in deposits of approximately $1 million a day

Our Enterprises are now operating 
in an ‘Adversarial Business Climate’



The Criminal Syndicates: FaaS – Fraud as a Service

Your Enterprise / Business Model’s ‘Hidden’ Competition …

Is innovating faster than you are …



Chollima

The Nation States: and their cyber armed forces 



DMZ 

Web Browsing 
Platform

2. CryptoLocker Attack

“ It was not me ” 



From: Long Established Business Partner 
<ChiefOfRisk@ExceedinglyPrivate.com> 

To:        Contact Center Operative Name1, 
Contact Center Operative Name2, 
Contact Center Operative Name3, 
Contact Center Operative Name4, 
Client Support Generic Mailbox,
Customer Relationship PRIMARY Name1
Customer Relationship SECONDARY Name2

Subject:        balance verification 

Data for balance verification. 
<<verificationfile.zip>>

A Rude Email …
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…and a rude reaction

Jenny’s perfect day and three perfect things…
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https://www.linkedin.com/in/jenny-ericson-473662106/

https://www.linkedin.com/in/jenny-ericson-473662106/


Cybersecurity Masterclass 18



Companies are not prepared for a destructive attack. As an industry we primarily focus on 

data loss and privacy as the key metric for concern. We are often ignoring the reconnaissance

prior to a destructive attack. A destructive attack is an all-of-business response that will test

the resiliency of your business and we need to shift our focus to better understand this threat. If you need cardiac 

surgery you want a specialist and not a general practitioner. The same is true when it is your business having a 

“cardiac episode” from a breach. There is no tool, product or machine learning during a major incident like a hyper-

skilled specialist practitioner. Crisis decision making is a skill you did not learn in business school and you cannot 

learn it from a book. It is a skill that has to be practiced. Learn about OODA loops, Commanders Intent and build 

your runbooks. 

You are up against a human adversary and the only want to beat them is to make decisions faster with the people 

you have in the room. Not making a decision is a decision. Can you assemble the team you need in minutes (not 

hours) and any time day or night?  Crisis communication is an art form. Do you know how to communicate with your 

team, investors, key customers when primary systems are down? Do you know what you would say in advance? 

Words matter and they can make all the difference.

The Front Line in Cybersecurity has 
Shifted … paraphrasing Caleb Barlow[ref] :

“Nothing is more deadly in a large security 
incident than your own organizational structure.“

https://www.linkedin.com/pulse/five-things-i-learned-ibm-security-caleb-barlow/


3. St. George, Cybersecurity & Criminals

Right Things

Right Reasons

Right Things

Wrong Reasons

Wrong Things

Right Reasons

Wrong Things

Wrong Reasons



“…never pay!”



Global Hostage Negotiators and Critical Incident Handlers



Cyber ‘hostage’ situation
Cyber ‘critical incident’ handling

Part II 



Public Forum & CWF Private Training Session
cyber incident ‘negotiation’



Deep Dive Innovation & 
Design Think Incident Pivot



https://room42.lu/

cyber escape room 
cyber attack simulation  
cyber range exercise

https://room42.lu/


Cyber Critical Incident Handling



Part III 



A ‘new’ 
muscle 

memory



Cyber ‘Trauma’



Two examples of ‘trauma’ inducement



12.2 Recovered hostage
Once a hostage is recovered, the lead officer must give 

consideration to the following:

• Immediate medical care

• Operational hot debriefing (lessons learned review 

held immediately after the recovery)

• Removing the hostage(s) to a secure location away 

from to the media, if possible

• Specialist psychological support for the hostage(s)

• Crime scene management at any identified stronghold or other location where the hostage may have been kept

• Appointing a family liaison officer to support the released hostage

• Witness protection assessment, particularly if the case is related to a criminal vendetta

• Developing a strategy to interview and debrief the hostage

An important question for the hot debriefing of the hostage or hostages could be whether or not they had seen or

heard any other potential hostages being held at the same location at the same time.

Sometimes the hostage, the victim and the family members affected will not need, want or initially request any

post incident support. In addition to law enforcement support there are also international charitable organizations

that have recognized family support groups, such as Hostage International.

In addition, once released it is only natural that the hostage will want to be reunited with loved ones as soon as

possible.  … has to be managed with great sensitivity and in accordance with the wishes of all concerned, while being balanced 

with the needs of the prosecution



4. Look Where You Are Going …



What is our ‘Definition of Done’ for a Critically 
Destructive Cyber Incident?

“… asked Duane, who retired from 
RSA…, at what point he considered 
RSA’s breach truly over: Was it the 
morning after he made the lonely 
decision to unplug a chunk of the 
company’s network? Or when the 
NSA, the FBI, Mandiant, and 
Northrop had wrapped up and left? 
“Our view was that the attack wasn’t 
ever over” 

antifragility

‘trust’ is fragile ‘confidence’ can be anti-fragile







Takeaway

Have Friends.

Many.


