
Winning the Cyber War: 
Good vs Evil 

Dr. Dalia Khader



Who Am I?

• More than 15 years of experience in the domain of information 
security. 

• CISO of Swiss Life International Division, an insurance company 
that focuses on private wealth and employee benefits. 

• Started my career as a researcher in Cryptography and did a 
good amount of teaching during that period. 

• Proud member of Cyber Force Woman

• Winner of CISO 2021 Award, Luxembourg



Demystifying
the Dark Web
SANS.ORG The Dark Web consists of systems on the Internet 
designed for communicating or sharing information securely 
and anonymously. The Dark Web is collections of different 
systems and networks managed by different people used for a 
variety of purposes. These systems are still connected to and 
are part of the Internet; however, you will generally not find 
them using your normal search engines. You often also need 
special software on your computer to find or access them. 

Wikipedia The dark web is the World Wide Web content that 
exists on darknets: overlay networks that use the Internet but 
require specific software, configurations, or authorization to 
access. Through the dark web, private computer networks can 
communicate and conduct business anonymously without 
divulging identifying information, such as a user's location. The 
dark web forms a small part of the deep web, the part of the 
Web not indexed by web search engines, although sometimes 
the term deep web is mistakenly used to refer specifically to the 
dark web. The darknets which constitute the dark web include 
small, friend-to-friend peer-to-peer networks, as well as large, 
popular networks such as Tor, Freenet, I2P, and Riffle software
operated by public organizations and individuals.

Wikimedia



Relevance to a CISO

CISOs Day to Day Life 

Change of Compliance and Regulations.
Change of Technology.
Change of Threats Landscape. 
Change of Circumstances (e.g. Disasters).
Change of Business Needs and Priorities. 
Change of Organization. 
Change of Financial Situation and Budget. 
……

SANS.ORG



Active Cyber Defense Cycle

Fruit for Thought …
• Challenging four steps in normal

circumstances.
• Imagine if the teams for CSIRT,

SOC, SecurityEngineers, Network
Teams, etc are split into more
than one service providers.



The Ultimate Goal is 

Winning the Cyber War: 
Good vs Evil 

Knowing we will have to lose some battles on the way. 



The History of the 
Cyber World.

The First Times 1970s, 
1980s

Internet for All 1990s Internet Everywhere 
2000-2010

One Global Connection

2010-Today



The First Times

1970 Arpanet

1971 Creeper and Reaper

1972 First Email, “@”

1974  TCP, Telnet, and Altair

1977 The Trinity PCs

1979 Mitnick Attack

1980 First Outage

1981 IBM

1982-1983 TCP/IP and DNS

1983 Poulsen Attack

1985 The Orange Book

1989 First Ransomware



Internet for All
• Birth of World Wide Web.
• Better Hardware and Smaller Chips.
• Better Operating Systems and Software
• Affordable Equipment for the average middle class 

families. 



Internet 
Everywhere

• Better Hardware  Battery Life, Size, Lightness, etc. 

• Better Connectivity and Wireless Connection
• The advancement of 3G and 4G network

• Smart Phones, Tablets and Laptops for every individual in the 
household

• The Cloud services (AWS, AZURE, GOOGLE)

• Expiring of Floppy, CD, DVD, Tapes, USB and moving more 
and more online 

• Social Media  was on the rise.



One Global Connection 

Cloud Computing 

IoT Advancing

Edge Computing

Artificial Intelligence taking a turn

Full Connectivity 
theiotmagazine.com



When did the 
Dark Web as a 

concept get  
created? 

Option 1: The first times 

Option 2:  Internet for all

Option 3: Internet Everywhere

Option 4: We are still waiting for it 
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Dark Web History. 
1972 Stanford-MIT Marijuana Transaction

1980s Data Havens

1990s  US Naval Research Lab (onion routing)

2000 Freenet, sealand

2002 Release of Tor

2009 Bitcoin

2010 Arabian Spring

2011-2013 Silk Road



Good or Evil 
• Edward Snowden: “Encryption; the
defense against the dark arts for the
digital realm". NSA Leaks 2013

• Julian Assange: "It turns out that it's
easier in this universe to encrypt
information, much easier than it is to
decrypt it if you're someone watching
from the outside... the universe
fundamentally favours privacy.” wikileaks
2006



Tor Stats TrueList 2022

• Over 2 million users access the Tor platform daily.

• Visits to the dark web account for only 1.5% of the entire Tor traffic.

• Only 45% of websites on the dark web host illicit activities.

• Tor hosts over 65,000 unique URLs with the .onion extension.

• Of 200 domains marked as illegal on Tor, 75% are marketplaces.

• Bitcoin transactions on the dark web were on track to reach $1 billion 
in 2019.

https://truelist.co/blog/tor-stats/


Winning the Cyber War: Good vs Evil 

New Technology

More 
Communication, 

Connections, 
Data Exchange

More 
Sophisticated 

Attacks

Lesson Learned 
Stay Informed

Hire Excellent Staff/Providers 

Ensure a Strong Network (Share and Care)

Engage in the Business Continuously

Offense Guides Defence



Every war in history has an end 

Except the war between Evil and Good

Nevertheless, Good can balance out Evil  


